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[bookmark: _Toc129881741]7.12.4.2.1	IMS Message
For an intercepted IMS based communication (see clause 7.12.2.8), the IRI-POI present in the IMS Signaling Function shall generate the xIRI IMSMessage from the SIP message used to handle that IMS based communication. All SIP messages use the same xIRI record as shown in table 7.12.4.2-1.
[bookmark: _Hlk86936836]Table 7.12.4.2-1: Payload for IMSMessage record
	Field name
	Type
	Cardinality
	Description
	M/C/O

	payload
	IMSPayload
	1
	One of the following payload types (other payload types may be added in future versions of the specification):
- encapsulatedSIPMessage shall be chosen when the SIP message does not contain any unauthorised information.:  See table 7.12.4.3.1-1
	M

	sessionDirection
	SessionDirection
	1
	Indicates the direction of the SIP session: fromTarget, toTarget, combined (if target calls him/herself) or indeterminate if the direction cannot be determined reliable (see NOTE).
	M

	voIPRoamingIndication
	VoIPRoamingIndication
	0..1
	Indicates whether the roaming mode is inbound LBO, S8HR or N9HR when the target is in roaming situation.
	C

	location
	Location
	0..1
	Location with timestamp, if available.
Shall include all location information for the target UE available at the NF where the POI is located encoded as location>IMSLocation.
	C

	accessNetworkInformation
	SEQUENCE OF SIPAccessNetworkInformation
	0..MAX
	Provides non-location related access network information. Shall be present if available at the NF where the POI is located. One instance of SIPAccessNetworkInformation shall be used for each P-Access-Network-Information header.
	C

	cellularNetworkInformation
	SEQUENCE OF SIPCellularNetworkInformation
	0..MAX
	Provides non-location related cellular network information. Shall be present if available at the NF where the POI is located. One instance of SIPCellularNetworkInformation shall be used for each Cellular-Network-Info header.
	C

	NOTE:	When an incoming call to a target is redirected to another user, the sessionDirection field shall be set to toTarget. When an incoming call from a target non-local ID to an IMS user is redirected to, the sessionDirection field shall be set to fromTarget.



Table 7.12.4.2-2: Void
The IRI-POI present in the IMS signaling function generating an xIRI containing an IMSMessage record shall set:
-	The Payload Direction field in the PDU header to the direction of the signaling message carried in the IRI payload (see ETSI TS 103 221-2 [8] clause 5.2.6). If the signalling message was sent from the target, the Direction Value "3" (sent from the target) shall be used, if the signalling message was sent to the target, the Direction Value "2" (sent to the target) shall be used; if the direction could not be determined reliably, the Direction  Value "1" (not known to the POI) shall be used. If the SIP message is sent from and to the target, the Direction Value "4" (more than one direction) shall be used. For the SIP messages generated by the network, the Direction Value "5" (not applicable) shall be used.
-	The conditional source IPv4 address or source IPv6 address field in the PDU header to the source IP address of the intercepted SIP message (see ETSI TS 103 221-2 [8] clause 5.3). It shall contain the source address of the packet from the 32-bit "Source Address" field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit "Source Address" field in IPv6, as defined in IETF RFC 2460 [27].
-	The conditional destination IPv4 address or destination IPv6 address field in the PDU header to the destination IP address of the intercepted SIP message (see ETSI TS 103 221-2 [8] clause 5.3). It shall contain the destination address of the packet from the 32-bit "Source Address" field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit "Source Address" field in IPv6, as defined in IETF RFC 2460 [27].
[bookmark: _Toc129881745]**** START OF NEXT CHANGE (MAIN DOCUMENT) ***
7.12.4.3.1	Type: IMSPayload
Table 7.12.4.3.1-1 contains the details for the IMSPayload type.
Table 7.12.4.3.1-1: Definition of Choices for IMSPayload
	CHOICE
	Type
	Description

	encapsulatedSIPMessage
	SIPMessage
	Shall be uUsed to report entire SIPMessage when the SIP message contains only does not contain any unauthorizeauthorised information.
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7.12.X	Removal of unauthorised information from IMS record payloads
7.12.X.1	General
If the Content-Type of the SIP message is "multipart" as defined in RFC 2046 [Re1] clause 2.4, each part of the SIP message shall be modified as required.
7.12.X.2	Removal of location information
7.12.X.2.1	General
Depending on the SIP message being reported and the implementation, location information may be present in the SIP Headers, the body of the SIP message, or both. When location is not authorised, all location information shall be removed from the encapsulated SIP message prior to its delivery over LI_HI2. As such, when location is not authorised, the MDF2 and, optionally, the IRI-POIs in the IMS shall be provisioned with the payload modifications detailed in the subclauses below. 
Additionally, if the location present in the SIP message is the location of the non-target party, the location shall be removed.
If an implementation has location information in other portions of the payload, the appropriate modifications shall be made to the encapsulated payload in addition to those specified below prior to the delivery of the message over LI_HI2.
7.12.X.2.2	P-Access-Network-Info location removal
Each character of each access-info parameter field of the P-Access-Network-Info header shall be over-written with zeros (see TS 24.229 [74] clause 7.2A.4). If multiple P-Access-Network-Info headers are present in the message, each shall be modified.
If the P-Access-Network-Info header contains a UE-local-IP-address parameter field:
-	If the parameter field contains an IPv4address, each digit of the address shall be set to zero.
-	If the parameter field contains an IPv6address, each hex digit of the address shall be set to zero.
7.12.X.2.3	Cellular-Network-Info location removal
Each character of the access-info portion of the Cellular-Network-Info header shall be over-written with zeros. If multiple Cellular-Network-Info headers are present in the message, each shall be modified.
7.12.X.2.4	Geolocation header location removal
If there is a Geolocation header present in the message and the location object is included in the message, the portion of the body of the SIP message that contains the location object shall be modified as described in clause 7.12.X.2.5.
7.12.X.2.5	Removal of location information from presence information
If the Content-Type of any body part of the SIP message is "application/pidf+xml", and if the presence information contains a geopriv element, the character data of each element within each location-info element shall be overwritten with the zero character such that the length of the element does not change.
7.12.X.3	Removal of communications content
7.12.X.3.1	General
In some cases portions of a SIP message body may contain communications content. Unless otherwise specified, all communications content shall be removed from the encapsulated SIP message prior to its delivery over LI_HI2. As such, the MDF2 and, optionally, the IRI-POIs in the IMS shall be provisioned with the payload modifications detailed in the subclauses below.
If an implementation has location information in other portions of the payload, the appropriate modifications shall be made to the encapsulated payload in addition to those specified below prior to the delivery of the message over LI_HI2.
7.12.X.3.2	Removal of SMS content
If the Content-Type of any body part of the SIP message is "application/vnd.3gpp.sms", the TP-User-Data (TS 23.040 [18] clause 9.2.3.4) of the SMS TPDU shall be modified to remove any content such that the length of the TPDU remains unchanged.
7.12.X.3.3	Removal of text content
If the Content-Type of the SIP message is "text" or any of the subtypes of "text", the contents of the body shall be overwritten with spaces such that the length of the body remains unchanged.
7.12.X.3.4	Removal of content from the Subject header field
If the delivery of the Subject header of a SIP message is unauthorised, each character of the field-value of the Subject header shall be replaced with a space.
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